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Internet

eth0

172.16.0.7

eth1

172.16.0.34

eagle

eth0

172.16.0.128

eth0

172.16.1.4

eth0

172.16.1.5

eth0

172.16.1.6

eth0

172.16.1.16

eth0

eth0

172.16.0.254

chrysler

eth1

jeep

plymouthdodge

viper

stealth neon ram intrepid

cs.u.edu subnet

netmask 255.255.255.0

u.edu network

netmask 255.255.0.0
network 172.16.0.0

network 172.16.1.0
172.16.1.1

172.16.0.1

dodge/viper routes between cs.u.edu and u.edu networks
chrysler/jeep routes between u.edu network and the rest of the Internet

³Z´6µ'¶�·�¸?¹	º�¹	»½¼=¾B¿�À�Á;¸MÂ�¸,Ã"ÄYÅ	·$Æ<Ç$Ã�·�¶�È,Ã!¶�·$¸'º

É ¸�Ê�´6È�Á6¸>¿&Å�Ë�¸�Á6Ç>Ì"Í�Î�Ï3Ð�Ñ�ÎWÒNÓJÔ�Ï�Õ�Ô­ÓJ¸,Ã!È'º]Ö,ºX×EÊ�¸,Ø�¾'·�¸>È�Å	Â�Â�¸�È�Ã!¸�Ë�Ã�ÅKÃ�Ê�¸>ÈV¾'¿&À�¶�Ç�Â�¸,Ã"ÄYÅ'·�Æ<ÙWØ<Ã!Ê�¸
Ú Õ Ú
Û Ï�Ü�Ý}Þ�ß�Ï	à�È5Å	¿&À�¶=Ã�¸5·�ºâáâÅ'Ã!Ê<Ã!Ê=¸0ã�ä�Ï Ú ã�¾'Â�Ëæå
ÍZä¡ã�ä�Ï Ú ã�Â�¸,Ã"ÄYÅ	·$Æ3Ç:¶�Ç$¸ çrÃ�Ê�¸5·$Â�¸�Ã:ÊJ¾'·$Ë=Ä�¾B·�¸
¾'Â�Ë�À�·$Å'Ã!Å
È5Å	Á;Ç5º
×EÊ�´;ÇY´6ÇâÅ	Ù É ´6Å	¶�Ç$Á;Ø&Â�Å'Ã�¾ ·�¸5¾'Á}Â�¸�Ã"ÄâÅ	·�ÆRº½×EÊ�¸Mè�éê¾'Ë�Ë=·�¸5Ç$Ç�¸�Ç:¾B·�¸M¾BÁ6ÁJÃ1¾'ÆB¸5ÂlëA·$Å	¿ìÃ!Ê�¸MÙ=Á6Å
È1Æ&·$¸5Ç$¸5· É ¸5ËëAÅ	·EÈ�Áí¾'Ç$Ç:áîÀ�·$´ É ¾BÃ�¸0Â�¸�Ã"ÄâÅ	·�Æ3ÇQÌAÃ!Ê�¾BÃ�¾'·�¸>Â�ÅBÃ�µ	¶J¾'·�¾'ÂWÃ!¸5¸�Ë�Ã�Å&Ù}¸>¶�Â�´;ï
¶=¸�Ö,º½ð�Å	Ç$Ã:·�¸5¾'ÁvÈ5Á6¾'Ç�Ç�áÂ�¸,Ã"ÄYÅ	·$Æ3Ç:ÄâÅ	¶�Á6Ë�ÊJ¾ É ¸[¿�¾'ÂWØ<¿&Å	·�¸0È�Å	¿�À=¶=Ã!¸�·�Ç5ÓR¾BÂ�Ë�¾&Â�¸,Ã"ÄYÅ'·�ÆlÄ�´;Ã�Ê�Å	Â�Á;ØH¸5´;µ	ÊWÃ�È5Å	¿&À�¶=Ã�¸5·�ÇÄâÅ	¶�Á6Ë�À�·$Å	ÙJ¾'Ù�Á�ØlÂ�ÅBÃ�ÊJ¾ É ¸[¾KÇ$¶�Ù�Â�¸,ÃVº½×EÊ�¸)È5Å	Â�Â=¸5È�Ã�´6Å	Â<Ã�Å&Ã�Ê�¸>è"Â3Ã�¸5·$Â�¸�ÃQÌAÃ�Ê�·�Å	¶=µ	Êhå�Ò�à3ñJÍWÑWÏ	à�ÖÄâÅ	¶�Á6Ë�¶�Ç$¶J¾'Á6Á�ØHÙ}¸ É ´í¾K¾?×0¹[Å	·E×�òKÁ6´;Â�¸'Ó=¾'Â�Ë�Ã!ÊJ¾�Ã�·�Å	¶=Ã�¸5·EÄâÅ	¶�Á6Ë�À�·$Å	ÙJ¾'Ù�Á�ØlÙ}¸)¾£óT·�¸V¾BÁ6ô?·�Å'¶=Ã!¸�·Ì®´¡ºõ¸BºX¾&öY´6Ç�È�Ål¼3Ø�ÇTÃ!¸�¿�Ç�ÊJ¾'·$Ë=Ä�¾B·�¸>·�Å	¶�Ã!¸5·!Ö�·!¾BÃ�Ê�¸5·�Ã�ÊJ¾'Â�¾KÈ�Å	¿&À�¶=Ã!¸�·EÄ�´;Ã!Ê<Ã"ÄâÅ�Â=¸�Ã"ÄâÅ	·�Æ<È5¾'·�Ë�Ç�º
÷:Å�Äâ¸ É ¸5·5ÓRÃ!Ê=´6ÇE¸,ø=¾'¿&À�Á;¸0´6ÇE·�¸5¾'Á6´;Ç$Ã�´6ÈM¸�Â�Å	¶�µ	Ê�Ã!ÅKÇ$¸5· É ¸ ´�Ã!ÇEÀ�¶�·$À­Å'Ç�¸'»DÃ�Å&´;Á6Á;¶�Ç$Ã�·!¾BÃ�¸ùÃ!Ê�¸0Ã�Ê�¸)út´;Â3¶�øÂ�¸,Ã"ÄYÅ	·$Æ<´6¿&À�Á6¸�¿�¸�ÂWÃ1¾BÃ�´6Å	Â<¾BÂ�Ë<Ã!Ê�¸>´6ÂWÃ�¸5·!¾BÈ�Ã!´;Å	Â�ÇEÙ}¸�Ã"Äâ¸5¸�ÂûÊ�Å	ÇTÃ!Ç5ÓJÇ$¶�Ù�Â�¸,Ã!Ç�ÓN¾'Â=Ë�Â=¸�Ã"ÄâÅ	·�Æ3Ç5º

ò



üKýTþ ÿ��������	��

�������������������
������ !"���#��$%����& �'�

(*),+.-0/2143,5.6�798;:�<>=,=>=�?@-BA�CED�FGF�HID�/2/214FKJMLN5G14O�PQ)R8�SGT
D�F.6�TVU�-W?XD'Y9/2D�D%C4-�/2D%+Q/2)0PGSG8%D�PZ14F\[�5Q),CED�),/
1EF\+]U^/_6�+G/_)a`014PGD%P�8%/_D%PG1b6I14ON3,14`>D%FW6c)d6c5QDeU^SQ6c5G)>/f[�146c5�UgCE14FGD�O214T
14ChU>/i6c)g625GD�Y9),CEC4)a[�14FG3Gj

kQlamon>p,qsr@tGl;uwvxn�y@zQ{}|a~��Rp>�0�]l^t.�Xn;yR�i���>�G�Gn,�,�^�X�,ps�>�
�X�2�4�#� �,�G�a�_�4�.�4�x�^�������@�>�����2�@�9�R���Q� �9�a� J

7¡LN5QD¢`014O21E?Q1ECE1b6£-�)>Y¤625GD¢8%/_D%PG1b6IO_5G),SGC4P\?oD¢+G/_),+o)>/_6c14),F]U>CX6c)g6c5QDeU^T
),SQF@6�)^Y¤625GD¢PG)R8�SGT�D%F.6
/2D�+G/2)0PGSG8�D%PK¥¦:V(*)>T
T�D%/_8%1hU^C§/2D�PG1EO¨6c/_1E?GSQ621E),FV1EO�+oD�/2T�146_6cD%P\U^FGPBD�FG8%)>SG/cU>3>D%PKJi©ªC4CKT�)RPG1b«]8�U¬6c1E)>FGO*)>Y
6c5Q1EONPG)08%SGT�D%F.6%­]1EFG8�CESGPG14FG3�6c/2U>FGO_ChU^621E),FGO�­GU>F.625G),CE)>3,1ED�O%­GU^FGPB+GU>/_621hU>CoPG)R8�SGT�D%F.6cO�­XT®SGO_6�T�D%D�6N625GD
Y9),C4CE);[�1EFG3®/2D%¯@SG14/2D�T
D�F@62O%j

° JI±B)0PG1b«]D%PW`,D�/2O_1E),FGO�T�SGO¨6�?oD�CEU>?oD�CED�PBU^ONO2SG8²5KJ
<RJ�LN5GD¢+XD%/_O2),FBTVU>³@14FG3�6c5GD¢T�)RPQ14«]8%U^6c14),FGO*T®SGO_6�?XD´14PGD%F.6214«]D�PKJ
µ J�©I8²³0FQ)a[�C4D%PG3>D%T�D%F.6ª)^Y¤625GD¢),/2143,1EF]U^CKU>SQ625G),/NT�SQO_6�?oD�/_D�6cU>1EFGD�PKJ
¶ J�LN5GD¢C4)R8%U^6c14),FW)>Y·6c5GD¢),/_1E3,14F]U>CXSGFGT�)RPG1b«]D%P\PG)08%SQT
D�F@6�?XD�1EPGD�F.6c14«GD%PKJ
¸ J�LN5GD¢),/_1E3,14F]U>C§U>SQ6c5Q),/%¹ºO�F]U>T�D�TVU�-�FQ)>6�?oD¢SGO_D%P�6c)�U>O2O_D%/¨6ª),/N14T
+QC4-
D%FGPG)>/2O2D�T
D�F.6I)^Y�6c5QD
/_D%O2SQC46c14FG3gPG)08%SGT�D%F.6�[�14625G),SQ6N625GD¢),/2143,1EFGU>CKU>SR6c5G),/�¹»O�+XD%/_T
14O2O214),FKJ

¼ CED%U>O2D¢FG)>62D´U>F.-WT
)0PG1b«]8�U^621E),FQO*1EFQ8%CESQPG1EFG3gPQD%CED�6c14),FGO%J
LN5G14O�14O�U�`>U^/21hU¬6c1E)>F�7¡8²5]U^FG3,D%OIU>/_D´14F.6cD%F.621E),F]U^C½:	)^Y�6c5QDe¾¿14F0S0À\Á')08%SGT�D%F.6²U^1E),F ¼ /2)aÂ_D%8�6�7 ¾ÃÁ ¼ :
¾¿1E8�D%FGO_DeU�`^U>14ChU>?GC4D'U^6%j

�X�2�4�#� �,�xÄNÄNÄ����E�E�X�¬ÅxÆG�0�a�Ç�a�¨�>�oÈNÉNÊ'ËMÌ�Í�Î�ÏgÐÑ�º�X� Ò��

LN5G14O�PQ)R8�SGT
D�F.6I14ONFG)>6�8�SG/2/_D%F.6cCb-W+]U>/¨6I)^Y¤625GD´¾·Á ¼ ­G?GSQ6�1b6�TVU�-�?XD¢O2SG?QT
1b626cD�P\1EFW6c5GD�Y9SQ62SG/2D^J
LN5G14O�PQ)R8�SGT
D�F.6I14ONPG1EO¨6c/_1E?GSQ62D%P\1EFW625GD¢5G),+XD'6c5]U^6�1b6f[�1EC4C§?XD´SQO2D�Y9SQC·?QSQ6®7¡)>Y¤8%),SQ/2O2D�:Ó[�1b6c5G),SR6ªU^F@-
3,1b`,D%F�),/N14T
+GC41ED�PV[fU^/2/cU^F@6£-\)^Y¤«G62FGD%O_O�Y9)>/�U>F.-W+GSG/_+o),O_D´[�5GU^6cO_)RD�`,D%/�J*Ô�O2D¢146�U¬6N-,),SG/�);[�F�/21EO_³xJ

üKý�Õ Ö"�*×W���¢ØÙ$%�� �
d��& �����M�

Ú [�/_)>6cD�625G1EONPG)08%SQT
D�F@6IU>ON+GU>/_6�)>Y¤T®-�±ZU^O_6cD�/%¹ºO�+G/2)¬Â_D�8�6�Y9),/f6c5QD®(*)>T
+GSR6cD%/�Û08%1ED�FG8%D
Á'D%+GU>/_62T
D�F@6�)^Y¤625GD´ÔIFG1b`,D%/_O21b6£-\)>Y#Ü�D�[sHªU>T�+GO25Q1E/2D^J Ú [Ñ),SGC4P�C41E³^D'6c)g6c5]U^FG³ ¼ /2)>Y9D�O2O2)>/ ¼ 14ChU>/fPQD
ChU�L·),/_/2D�Y9),/NO2D�62621EFG3�SG+W6c5GD¢+G/_)¬Â_D%8�6'U^FGP ¼ /_)>Y9D%O_O2),/IÝ�U>PG1ETßÞfU>/¨6c),OfY9),/N?XD%14FG3d?o)^6c5�U�O_+o)>FGO2),/
U>FGP�T®-�U>PQ`01EO_),/fà	3,14`01EFQ3�T
D¢F@SGT�D%/_),SGO�+o)>1EF.6cD�/2O%­QT�SG8²5ZD�FG8%)>SG/cU>3>D%T�D%F.6�­xU>FQPZUgO2D�6�)>Y
8%)>T
+GSR6cD%/_O�),F�[�5Q1E8²5\6c)dD�ÀR+XD%/214T
D�F.6�J Ú [Ñ),SGC4PZU^CEO2)gC41E³^D'6c)d8%/_D%PG1b6�625GD´ÔIFG1b6cD�PZÛ@6²U^62D%O�©ª/_T®-,­
[�5G148²5B5]U^O�?XD%D�FBTe-W5G),T�D'Y9),/ °,° -,D%U>/2OIU>FGP�+]U>14PWY9),/NT®-WU¬626cD�FGP]U>FQ8%DeU^6�ÔªÜIHeJ

¶



á�âEã%äQäBå�ã%æ_æ2çEä
èZéaê_ë æ%ìxíIäQç4îcã�ïBð0î é î2ã%ñ�òªæ_ó®ô
õ æ2ç4ó é æ¨ô�ö ë0÷%ø ó
ã�ä@î2ã%æ é äGï�ù�ã%ñ_ã é æ ÷²ú ã%æ�ìXûiã�æ2ñ2ç ë ä�ü,ý»þ
ÿ ú ã�æ2æ_çEä�� ÷ ñ�ý ø ä ú ýºã%ï ø

�



� � ��� �
	�� 


	��
������	 � ����� � � ��	��
� ��	��

 "!$#&%(')!$*,+.-0/213+$14/2%4/657-4%8*,5:9<;=/61>;?#@/2A�9,B�-4!$/C/657-0#&14/CDE#@5GFIHKJL/2%4%0*NM=#@5$MO%>PI%>-0/2JRQTSU-(+$149<;?#@V./6%(*
V$#&%4'6F.%4%4#&9=5:9,BW'29=5.XYM,F$10*N-4#@9=5.%6Z$#&5G-4149?V$F$'2/6%"-0!$/CVY*[-)*\%]-414F$'^-0F$1]/6%_#&57;=9=`a;=/6VbZ�*,5$V:V$/6%]'614#&cd/2%"-0!$/
cY*,%]#@'2%(9NBWSfeg1]9=F.-4#@5$M$Q

hKi<j kmlon pqnsrutwvyxTz k{xT|~} � ��|�r�l

 "!$/~S�57-0/61]5$/2-se�149N-09?'69=`���Sfe���#&%�-0!$/C!$/6*,1]-39,B�-0!$/~DE#@5GFIH�JL/2%4%4*,M=#@5.My%>P?%]-0/2JRQ���!$#&`@/CDE#@5GFIH���Jy9=14/
9=1"`&/6%4%0��%]-01]#@'^-0`&P�*,V$!$/214/2%(-49O-4!$/C`�*�P=/214#&5$MO'69=5$'2/6+.-"��*,5.VR#a-3#@%"+�9=%4%]#@c$`&/8-09OF$%4/~*OV$#&�d/61]/657-
+$1]9,-09?'69=`���`@#&�,/��� (�o����Sfeg#&%3*,`@Jy9=%>-3*,`&A�*�P?%3-4!$/C5$/^HIF$%(-0!$1]9=F$M=!KA3!$#&')!R+$*,')�,/^-0%s�$9�ACQT "!$/~Sfe
#@Jy+$`&/6Jy/657-)*N-4#@9=5L9,B�-0!$/C5$/^-�A�9=1]��`�*�P=/21"+d/21]B�9=1]JL%"1]9=F.-0#&5$My*,5$V�B�9=1]A�*,1]V$#@5$MO*N%3A�/6`&`�*,%
/65.'�*,+$%]F$`�*[-0#@5.MyV$*N-)*.Q��?/6/~ W#@M,F$14/~¡IQa¢�B�9=13*O%4#@Jy+$`&#&XY/2V�V$#�*NM=10*,J£9,B�!$9<A¤5$/^-�A�9=1]�K+Y*,')�N/2-0%sJL9<;,/
-0!.149=F$M,!:-4!$/~D�#&5GFIHK�N/6145./6`¥Q
��!$/25¦*,5R*,+$+.`@#@'6*N-0#&9=5�M=/25$/614*N-0/2%(-410*N§y'NZ$#&-3%]/65$V$%(+Y*,')�N/2-4%s-0!.149=F$M,!:%]9I')�N/2-4%s-09y*¨-014*,5$%]+d9=1>-(`�*�P=/21
�� (©�eª9,13«_¬�e���*,5$V�-0!$/25R9,5:-49O-4!$/C5$/2-�A�9=1]�K`�*�P=/21­��Sfe��^QYS�5�-0!$/CSfeg`@*<P,/612Z$-0!$/C�,/2145$/2`�`@9?9=�G%"F$+
-0!./~1]9=F.-4/C-49\-0!$/C!$9=%>-(#@5�/6#a-0!$/21�-0!$/C149,F.-0#&5$M\'�*,')!./�9=13#a-0%3 Y9=1]A�*,1]V$#@5$M\S�5IB�9=14JL*N-0#&9=5�®�*,%]/L�¯ WSf®"�°Q
SUBW-4!$/C+Y*,')�N/2-s#@%�B�9=13*,5.9,-0!$/213'69=Jy+$F.-4/616ZI-0!$/C�,/2145$/2`�*,V$V$1]/6%4%]/6%s#&-(*,5$VK-4!$/65R%4/65.V$%s#a-�-09L*\`@#&5$�
`�*�P,/6139=F.-4+$F.-3#@57-4/61]B�*N'6/L��-�P?+$#&'�*,`&`&P±*,5¦²³-4!$/61]5$/2-sV$/2;?#&'6/<��A3!$#&')!RF.`&-0#&J±*[-0/6`aPy%4/65.V$%(-4!$/C+Y*,')�N/2-s9=F.-
9<;=/21(-4!$/C+$!7PI%]#@'6*,`EJL/2V$#@F.JRQ
��!$/25¦*O+Y*,')�N/2-_*,141]#&;=/2%39�;,/61"-0!./~Jy/6V.#@F$J:Z.-0!./~#&5$+$F.-3#&57-0/61>B�*,'6/�1]/6'2/6#&;,/6%s#&-3*,5.VR')!$/2')�G%s-09O%]/6/~#&B
-0!./~+$*,')�,/^-_#&%"#@5$V$/2/6V�B�9=1�-0!./~!.9=%]-('69,JL+$FI-0/612QTSUBW%]9$ZY#&-3%]/65$V$%3-0!./~+$*,')�,/^-_F$+�-09\-4!$/CSfeg`�*�P=/216Z
A3!$#&')!R`&9I9=�G%"F$+�-0!./~1]9=F.-4/C-49\-0!$/C+Y*,')�N/2-6´µ%sV$/6%>-0#@5$*N-0#&9=5uQ³SUB�-0!$/C+Y*,')�N/2-s!Y*,%"-09Oc�/�B�9=1]A�*,14V./6V�-09
*,5$9N-0!$/21('29=Jy+$F.-0/216Z.-4!$/CSfeg`�*�P,/613%4/25$V$%(#&-3cY*,')�KV.9�A35�-09y*,5:9=F.-4+$F.-3#&5G-4/61>B�*,'6/NQ�SUB�-0!./�+Y*N')�,/2-s#@%
B�9=1�*,5�*,+$+$`&#@'6*N-0#&9=5uZG#&-�%4/25$V$%3#&-�F$+�-0!$1]9=F$M=!L-0!$/8-410*,5$%]+d9,1]-�`@*�P=/61�*,5$VK%49?')�,/^-0%"B�9=1�-0!$/C*,+.+$`@#&'�*N-4#@9=5
-09O1]/�*,V�A3!$/65R#&-"#&%"14/6*,V.P=Q
�_`&9=5$M¨-4!$/�A�*�P=Z�/6*,')!¦%]9I')�N/2-_*,5$V:+$149,-49I'29=`u+�/61>B�9=14Jy%�;N*,14#&9=F$%"')!$/2')�?%_*,5$V�B�9=14JL*N-]-0#@5.M­B�F$5$'^-0#@9,5$%6Z
V$/^-)*,#&`@/6V�#&5K`�*N-4/61"')!Y*,+I-0/61]%6Q� "!$/C/657-0#&14/C+$1]9I'2/6%4%(#@%"#&JL+.`@/6Jy/657-4/6V�A3#&-4!�14/2B�/214/25$'6/2%8*,5$V¨¶]F$Jy+
-)*Nc$`@/2%�-0!Y*N-(#&%49=`@*N-0/8/6*,')!:+$149,-49I'29=`¥ZIJL9,%]-39,B�A3!$#@')!¦*,14/�%]/2-(F$+:V$F$1]#@5$MO#@5.#&-0#@*,`@#&·�*N-4#@9=5\A3!$/25R-4!$/

¸



Application
generates traffic

to socket

transport layer

Sends packet to
network layer

Sends packet to

Sends packet
to socket

Puts packet in
application buffer

Sends packet

Sends packet to

transport layer

Drops packet
Packet

for host?
No

Looks up route
to destination

Sends packet
to device

Transmits packet

Drops packet
No

Database
Lookup

Install in
Cache

In
Cache?

entry
Return

Y

N

Packet arrives
at device

Yes

Sends packet to
network layer

Internally Externally

Forward
packet?

Network Layer
(IP)

¹Wº&»=¼$½]¾C¿IÀaÁ=Â�Ã_Ä$Å>Æ0½4Ç,È2Æ4º@É=Ê:É,Ë�Æ0Ì$¾~ÍEº@ÊG¼IÎ�ÏL¾2Å4Å0ÇN»=¾�Æ0½0Ç[ÐLÈCÑYÇ[Æ0ÌuÀ

Ò



Ó6Ô,ÕLÖ$×IØ0Ù6Ú3Û�ÔIÔNØ0Ü6Ý�Þ?Ù6Ù�ß�àYá,Ö.Ø4Ù6Ú(â\ã�Ô=Ú"ä$Ù2Ø0á,å@æ&Ü�Ô,ã�Ø0à$ÙCå&ç$å&Ø4å�á,æ&å@è�á[Ø0å@Ô,çyÖ.Ú4Ô?Ó6Ù6Ü]Ü6Ý

éKê°é ëmìoí îðïTñ\òWñ�ó(ñyôöõ�òW÷¨ó�ø

ù Ù^Ø�ú�Ô,Ú4ûKä$Ù^üIå&Ó6Ù2Ü(ã�Ô=Ú]Õ�Ø4à$ÙCÛdÔ,Ø]Ø0Ô=Õ�æ�á�ý=Ù2Ú3Ô,ã�Ø4à$ÙCÖ$Ú4ÔNØ0Ô?Ó6Ô=æuÜ>Ø)á,Ó)û�þYØ0à.Ù2ý�×$Ü]Ù�áOæ@å&ç$ûyæ�á�ý=Ù2Ú(Ö.Ú4Ô,Ø4ÔIÓ2Ô=æÿ ×.Ü4×Yá,æ&æ&ý���Ø4à$Ù6Ú]ç$Ù2Ø��"Ø4ÔOÓ6Ô=ÕyÕ¨×$ç$å&Ó�áNØ4Ù_ú3å&Ø4à�Ô,Ø0à$Ù2Ú3ä$Ù2ü?å@Ó2Ù6Ü3Ø0ÔOÜ4Ù2ç$äoáNç$äRÚ]Ù6Ó2Ù6å&ü,Ù�Ø0Ú0á��LÓNÝ���ç$Ö$×.Ø
å@ç7Ø4Ù6Ú]ã�áNÓ6Ù6Ü3Ó2Ô=Ö7ý�ÖYá,Ó)û,Ù^Ø0Ü3ã�Ú4Ô=ÕwáOÕyÙ6ä.å@×$Õ	�.Ö�Ù6Ú>ã�Ô=Ú4ÕwÜ]Ô=ÕyÙ�Ù6Ú4Ú]Ô=Ú"Ó)à$Ù2Ó)û?Ü
�uá,ç.ä:Ø4à$Ù6ç�ã�Ô=Ú]ú�á,Ú]ä�Ø4à$Ù6Õ
Ø0Ô\Ø4à$ÙCç$Ù2Ø�ú�Ô=Ú4ûKæ@á�ý=Ù6Ú2Ý���×IØ0Ö$×.Ø(å&çGØ4Ù6Ú>ã�á,Ó6Ù2Ü(Ú]Ù6Ó2Ù6å&ü,Ù�Ö$á,Ó)û,Ù^Ø0Üsã�Ú]Ô=Õ�Ø4à$ÙCç$Ù2Ø�ú�Ô=Ú]ûKæ�á�ý=Ù2Ú
�YÖ�Ù6Ú]ã�Ô,Ú4Õ
Ü4Ô,ÕLÙ�Ù2Ú4Ú4Ô,Ú(Ó)à.Ù6Ó)ûGÜ
�dá,ç$ä�Ø0à$Ù2çRÜ]Ù6ç$ä:Ø0à$Ù2ÕwÔ=×.Ø(Ô<ü=Ù2Ú"Ø0à$ÙCÕyÙ6ä$å&×$ÕRÝ
���gå&Ü�Ø0à$ÙCÜ]Ø0á,ç$äYáNÚ4ä:ç$Ù2Ø�ú�Ô=Ú4ûKæ@á�ý=Ù6Ú3Ö$Ú]Ô,Ø0Ô?Ó6Ô,æ¥Ý��UØ(Ó)à$Ù2Ó)û?Üså@ç$Ó2Ô=Õyå@ç��¨Ö$á,Ó)û,Ù^Ø0ÜsØ4ÔOÜ4Ù6Ù~å&ã�Ø4à$Ù2ý:á,Ú]Ù�ã�Ô=Ú
Ø0à.Ù~à.Ô=Ü]Ø(Ó6Ô,ÕLÖ$×IØ0Ù6Ú"Ô,Ú(åaã�Ø0à$Ù^ý�ç$Ù6Ù2ä:Ø4ÔyÛ�Ù�ã�Ô=Ú]ú�á,Ú]ä$Ù6äuÝ��UØ(ä$Ù^ã�Ú0á��=ÕyÙ6ç7Ø4Ü(Ö$á,Ó)û,Ù^Ø0Ü_åaã�ç$Ù6Ó2Ù6Ü4Ü4á,Ú]ýRá,ç.ä
ä$Ù2æ@å&ü,Ù6Ú]Ü3Ø4à$Ù6Õ�Ø0Ô\Ø0à$Ù�Ø4Ú0á,ç$Ü]ÖdÔ,Ú]Ø(Ö$Ú4ÔNØ0Ô?Ó6Ô=æ&Ü6Ý��UØ(ÕLá,å@ç7Ø)áNå@ç$Ü�áyäYá[Ø)á,ÛYáNÜ4ÙCÔ,ã�Ú4Ô=×.Ø4Ù6Ü"ã�Ô=Ú"Ô=×IØ��=Ô=å&ç��
ÖYá,Ó)ûNÙ2Ø4Ü6þ�å&Ø3áNä$ä$Ú4Ù2Ü4Ü]Ù6Üsá,ç$äKã�Ú0á��,ÕLÙ2çGØ4Ü�Ø0à$Ù2Õwå&ã�ç.Ù6Ó6Ù2Ü4Ü4á,Ú]ý:Û�Ù2ã�Ô=Ú]Ù�Ü4Ù6ç.ä$å@ç��\Ø4à$Ù6Õ�ä$Ô<ú3ç:Ø4ÔOØ4à$Ù�æ@å&ç$û
æ�á�ý,Ù6Ú6Ý
� ß�� á,ç$ä	�����ªá,Ú4Ù�Ø4à$ÙCÕLÔ=Ü>Ø3Ó6Ô=ÕyÕyÔ=ç�Ø0Ú4á,ç$Ü4Ö�Ô=Ú>Ø3æ�á�ý=Ù2Ú(Ö.Ú4Ô,Ø4ÔIÓ2Ô=æ@Ü2Ý������gÜ]å@ÕyÖ$æ&ýLÖ$Ú]Ô�ü?å&ä$Ù6Ü(á
ã�Ú0áNÕLÙ^ú�Ô=Ú]û±ã�Ô=Ú3á,ä.ä$Ú4Ù2Ü4Ü4å&ç��yÖYá,Ó)û,Ù^Ø0Ü3Ø0ÔyÖdÔ,Ú]Ø0Ü�ú3åaØ0à$å&ç:áOÓ2Ô=ÕyÖ$×.Ø0Ù2Ú
�$ú3à$å&æ@Ù � ß�� áNæ@æ@Ô<ú3Ü"ÕyÔ=Ú4Ù
Ó6Ô,ÕLÖ$æ&Ù���Ó6Ô=ç$ç.Ù6Ó2Ø4å@Ô=ç:ÛYá,Ü]Ù6ä:Ô=Ö�Ù6Ú0á[Ø0å@Ô,ç$Ü
�$å&ç$Ó6æ&×$ä$å&ç��\Ú4Ù2Ó6Ô<ü=Ù2Ú]ý:ÕLÙ2Ó)àYá,ç$å&Ü4ÕyÜ�ã�Ô=Ú"ÖYá,Ó)ûNÙ2Øsæ@Ô=Ü]Ü(á,ç$ä
Ø0Ú4á��yÓCÕ±á,ç$á��=Ù6ÕyÙ6ç7Ø3å&ÕLÖ$æ&Ù6ÕyÙ6ç7Ø)á[Ø0å@Ô,ç$Ü6Ý ��å&Ø0à.Ù6Ú3Ô=ç$ÙCÓ6Ô,Ö$å@Ù2Ü�Ø0à$ÙCÖYá,Ó)ûNÙ2Ø
!µÜsÖYá�ýIæ&Ô7á,ä�Û�Ù2Ø�ú�Ù6Ù6ç¦×$Ü4Ù2Ú
á,ç$ä:û,Ù2Ú4ç$Ù2æ�Ü4ÖYá,Ó2Ù,Ý�"sÔ<ú�Ù2ü=Ù2Ú
��Û�Ô,Ø0àRá,Ú4Ù�#]×.Ü]Ø(ÖYá,Ú>ØsÔNã�Ø4à$ÙCå@ç7Ø0Ù2Ú4ÕyÙ6ä$å@áNØ0Ù8æ@á�ý=Ù6Ú3Û�Ù2Ø�ú�Ù6Ù2ç¦Ø0à$Ù
á,Ö$Ö.æ@å@Ó6áNØ0å&Ô=ç$Ü�á,ç$ä�Ø0à$ÙCç$Ù^Ø�ú�Ô=Ú]û�Ý
��� ÞIÖ�Ù6Ó2å%$YÓ&� ù � � ÞIÔIÓ)ûNÙ2Ø4Ü_á,Ú]Ù�Ø0à$ÙCäYáNØ0á\Ù6æ@Ù2ÕLÙ2ç7Ø0Ü(á,ç$ä�å@ÕyÖ$æ&Ù6ÕyÙ6ç7Ø)áNØ4å@Ô=ç.Ü�Ô,ã �=Ù6ç.Ù6Ú4å&ÓCÜ4Ô?Ó)û,Ù2Ø4Ü6Ý� à$Ù^ý�àYá�ü=Ù�á,Ü4Ü]ÔIÓ2å�áNØ4Ù6ä('G×$Ù6×$Ù2Ü8á,ç.äRÓ2ÔIä$Ù�Ø4àYáNØ3Ù��IÙ2Ó6×.Ø4Ù6Ü_Ü]ÔIÓ)ûNÙ2ØsÔ=Ö�Ù6Ú0á[Ø0å@Ô,ç$Ü"Ü4×$Ó)à¦á,Ü3Ú4Ù6á,ä$å@ç)���
ú3Ú4åaØ0å&ç����$áNç$äRÕLá,ûGå@ç)�\Ó6Ô=ç$ç.Ù6Ó2Ø4å@Ô=ç.Ü6Ý � à$Ù2ý:áNÓ2Øsá,Ü�Ø0à.Ù~å&ç7Ø0Ù6Ú]ÕLÙ2ä$å�áNÚ]ý�Û�Ù2Ø�ú�Ù6Ù2ç á,ç:á,Ö$Ö.æ@å@Ó6áNØ0å&Ô=ç*! Ü
�=Ù2ç$Ù6Ú]å@ÓCÜ4Ô?Ó)û,Ù^Ø8á,ç.ä�Ø4à$Ù�Ø0Ú4á,ç$Ü4Ö�Ô=Ú>Øsæ@á�ý=Ù6Ú3Ö$Ú]Ô,Ø0Ô?Ó6Ô,æ¥Ý
+ Ù6ç$Ù2Ú4å@Ó-,"Þ)��ÞIÔ?Ó)û,Ù2Ø4Ü3á,Ú4Ù�ÕyÔ=Ú]Ù8á,Û$Ü>Ø0Ú4á,Ó2Ø"Ü>Ø0Ú]×$Ó2Ø4×$Ú4Ù2Ü3Ø4àYáNØ"Ó2Ô=ç7Ø)á,å&ç�� ù � � Ü4Ô?Ó)û,Ù2Ø4Ü6Ý/._Ö$Ö.æ@å@Ó6áNØ0å&Ô=ç$Ü
Ú4Ù6á,ä�ã�Ú4Ô=Õ�á,ç$ä�ú3Ú4å&Ø4Ù8Ø0Ô0,"Þ)��Ü4Ô?Ó)û,Ù^Ø0Ü6þYØ4à$Ù1,"Þ)��Ü]ÔIÓ)ûNÙ2Ø4Ü(Ø4Ú0á,ç$Ü]æ�áNØ4Ù8Ø0à$ÙCÔ=Ö�Ù6Ú4áNØ0å&Ô=ç$Ü"å&çGØ4Ô2� ù � �
Ü4Ô?Ó)û,Ù^Ø_Ô,ÖdÙ2Ú0áNØ4å@Ô=ç$Ü2Ý�ÞIÙ6Ù�ß�àYáNÖ.Ø0Ù2Ú�3\ã�Ô=Ú"ÕyÔ=Ú4Ù�Ô,ç:Ü]ÔIÓ)ûNÙ2Ø4Ü6Ý
._Ö.Ö$æ@å&Ó�áNØ4å@Ô=ç$Ü
�.Ú]×$çRå&ç�×$Ü4Ù2Ú(Ü]ÖYá,Ó2Ù��Yã�Ô=Ú4Õ£Ø0à$Ù�Ø4Ô=ÖRæ&Ù2ü,Ù6æEÔ,ã�Ø0à$ÙCÖ$Ú]Ô,Ø0Ô?Ó6Ô,æuÜ]Ø0á,Ó)û�þ�Ø4à$Ù2ý�Ó�á,ç:ÛdÙ~á,Ü
Ü4å&ÕLÖ.æ@Ù�á,Ü"Ø�ú�Ô�4Uú�á�ý�Ó)àYáNØ(Ó6Ô,ç$ç$Ù6Ó^Ø0å&Ô=çRÔ,Ú3á,Ü3Ó6Ô=ÕyÖ$æ@Ù5��á,Ü"Ø4à$Ù16(Ô=×IØ0å@ç)�7��ç.ã�Ô=Ú4ÕLáNØ4å@Ô=ç8��Ú]Ô,Ø0Ô?Ó6Ô=æÿ 69���:4�Ü]Ù6Ù­ß�àYá,Ö.Ø4Ù6Ú<;=�^Ý

éKê�> î�÷­ó�ø\í_ò õ�ò�ï�? ó"ò�? ï�í

� à$Ù~û,Ù^ýKØ0ÔOÕ±áNå@ç7Ø)á,å&ç$å@ç)��Ø0à.Ù~Ü>Ø0Ú]å@Ó2Ø3æ@á�ý=Ù6Ú]å@ç��OÔ,ã�Ö$Ú]Ô,Ø0Ô?Ó6Ô=æ&Ü�ú3å&Ø4à$Ô=×.Ø"ú�á,Ü]Ø4å@ç��\Ø4å@ÕyÙ�Ó6Ô=Ö7ý?å@ç��
ÖYá,Ú4á,ÕyÙ2Ø0Ù2Ú4Ü(á,ç$ä�ÖYá�ý?æ@Ô=á,ä$Ü3ÛYá,Ó)ûKáNç$ä:ã�Ô,Ú]Ø0à�å&Ü�Ø0à$ÙCÓ6Ô,ÕLÕyÔ=ç�ÖYá,Ó)ûNÙ2ØsäYáNØ)á\Ü>Ø0Ú4×.Ó2Ø0×.Ú4Ù ÿ á\Ü4Ô?Ó)û,Ù^Ø
Û$×)@dÙ6Ú
�YÔ=Ú-ACB DFEHGIG04�JWåK�=×.Ú4Ù1LIÝMLN�^Ý � à.Ú4Ô=×��,à$Ô=×.Øsá,æ&æbÔ,ã�Ø0à$Ù�üNá,Ú4å&Ô=×$Ü�ã�×.ç$Ó2Ø4å@Ô=ç�Ó�áNæ@æ@Ü3áNÜ3Ø4à$ÙCäYáNØ0á
ÕLá,û,Ù2Ü(åaØ"ú�á�ýKØ4à$Ú4Ô=×)�=àKØ0à$ÙCÖ$Ú]Ô,Ø0Ô?Ó6Ô=æ&Ü
�.Ø4à$ÙCÖYá�ý?æ@Ô7á,ä�äYá[Ø)á\å@Ü"Ó2Ô=Ö$å@Ù2äRÔ,ç$æ&ýLØ�ú3å@Ó6ÙNþYÔ=ç$Ó2ÙCã�Ú]Ô=Õ�×.Ü4Ù6Ú
Ø0ÔOûNÙ6Ú4ç.Ù6æ�Ü4ÖYáNÓ6Ù�á,ç$ä:Ô=ç$Ó6Ù�ã�Ú]Ô=Õ�ûNÙ6Ú4ç.Ù6æ�Ü4ÖYá,Ó2Ù�Ø0ÔOÔ=×.Ø4Ö$×.Ø(ÕLÙ2ä$å@×.Õ ÿ ã�Ô,Ú3á,çRÔ,×.Ø0Û�Ô=×$ç$ä�ÖYáNÓ)û,Ù2Ø��^Ý

O



csum

len

cb

dst

mac

nh

h

dev

stamp

sk

destructor

end

tail

data

head

truesize

protocol

checksum

actual data length

TCP per-packet control information

pointer to dst_entry

pointer to link layer header

pointer to network layer header

pointer to transport layer header

pointer to receiving/transmitting device

arrival time

pointer to owning socket

pointer to destruct function

pointer to end

pointer to tail

pointer to data head

pointer to head of buffer

buffer size

packet network protocol
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Internet

eth0

172.16.0.7

eth1

172.16.0.34

eagle

172.16.0.128

172.16.1.4 172.16.1.5 172.16.1.6 172.16.1.16

plymouthdodge

viper

stealth neon ram intrepid

cs.u.edu subnet

netmask 255.255.255.0

u.edu network

netmask 255.255.0.0
network 172.16.0.0

network 172.16.1.0
172.16.1.1

172.16.0.1

jeep

chrysler

172.16.0.254

(has not exchanged traffic
with other hosts - like
ram - recently or they
would also be in this table)

(has exchanged traffic with
with stealth and neon and
sent traffic through jeep/
chrysler to the Internet)

neon (MAC address)
   eth0/ethernet

   eth0/ethernet
chrysler (MAC address)
   eth1/ethernet

stealth (MAC address)

Neighbor Table:
(host

FIB Table:
(zone

address/device)

255.255.255.255

   host / eth1 (itself)

   172.16.0.0 / eth1

255.255.255.0
   172.16.1.0 / eth0

   0 / eth1

255.0.0.0 (loopback)
   127.0.0.0 / lo

255.255.0.0

Routing Cache:
(address/protocol/device)

172.16.1.4/IP/eth0

0.0.0.0 (default router)

   host / eth0 (itself) 172.16.1.5/IP/eth0
172.16.0.1/IP/eth1
207.25.71.20/IP/eth1
204.71.200.245/IP/eth1

dodge/viper Routing Tables:

   device/protocol)

Network Structure:
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Parameters
(struct neigh_parms)

.

.

.

(struct neighbour)
Neighbors

(3
2 

en
tr

ie
s)

.

.

.

Pneigh
(struct pneigh_entry)

(1
6 

en
tr
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s)

Neighbor Table
(struct neigh_table)

(struct

neigh_table)

(struct

neigh_table)
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-/K�8{qsE
)�G�?�A�AiqjA�)�J�}�-�B�fh)�C
8NC
8�-/8�;�E«C6G7;��TK�+�C�-7,�06y´4n;�C�-�C
8�?�C>C�8�-~EF;�+�,FG�-/G�;sB�-
+�EF-�EhC�8�-~µg+�,
;�Kt-�?�J�EFKt-7A�A�)�J�*�kX¶FJ�-7)�*�8:9<;�+�,
·�0³|�µgJ{C�,F)�-�En?�,F-/J�;�CIyz+�E
+�?�A�A�q�|vK<-�,
EF)�E«C�-�J{C���C
8�)�EpC�?�9�A�-
�%?¸q�G�;�J{C�?�)�JNJ�;T-�J{C�,F)�-7Eaym)�l�C�8�-~G7;��TK�+�C�-7,h8�?�EhJ�;�ChK�?�E
E
-7B\?�J{qNJ�-HCrfv;�,
}jC�,
?�¹TG/,
-�G7-�J{C�Aiq�|>;�,
�%?¸q�G�;�J{C�?�)�J�?�Eh�%?�J{q�-�J{C�,F)�-7E6?�EhC
8�-�,F-~?�,
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)�Ch8�?�EhG�;��T��+�J�)�GZ?�C
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8�-��½,
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,
)�-7Eh)�J�C�8�-�C�?�9�A�-�?�,
-~?�GHC�+�?�A�A�q%;�C�8�-�,
CD?�9�A�-�E«C�,
+�G7C�+�,
-�Ehfh8�)�GD8�G7;�J{CD?�)�J�?�B�B�,
-7E
EF)�J�*�k�B�-Hos)�G�-�k�K�,
;�C�;sG�;�A´k�?�J�B�EFC�?�C�)�EFC
)�GZ?�A¼)�J�lm;�,
�%?�C�)�;�J�0
���s¾{u<¿��À�������{� ��Á�Â����ÄÃ¸��������� ��Á�Â��{���aÅXC�8�)�E>*�A�;�9�?�A<o�?�,F)�?�9�A�-Æ)�E>?�K<;�)�J{C�-7,vC�;T?�A�)�EFCv;�l�J�-�)�*�8:9t;�,
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)�J�lm;�,
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E
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�%?�C
)�;�JjEF+�GD8\?�EpC�8�-~?�K�K�,
;ZÉ�)��%?�C�-�C
,�?�J�EF)�C>C
)��T-Ælm;�,>�T-�E
E
?�*�-7E�k��:+�-�+�-~E
)�Ê�-7E�k�B�-Ho�)�G�-
K<;�)�J{C�-7,
E7k�?�J�BNKt;�)�J{C�-7,
E>C�;ºB�-Ho�)�G�-�lm+�J�GHC�)�;�J�E�0
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Í6Î7Ï�Ð�Ñ:Ò<Ó�Ô>Õ@Ö�Ò�×�ÎTØrÙ�Ú�Û�Ü<Ý�ÚÀÞ�ß�à�á�â Ú�ã�ä�å�ßsænçsè
Ô
é�êHè�é�ÔFÎ/ë5è
Ñ�Ï�ì>ì«è�Ô
é�ê7è�é�Ô
Î�Ø´Ö�×�Ï�ìFè>Î7×�Î�íTÎ�î{èDævê�Ó�î{èDÖ�Ï�î�ì
ê�Ó�í%íTÓ�î�î�Î7Ï�Ð�Ñ:Ò<Ó�Ô>Ï�î�ïmÓ�Ô
í%Ö�è�Ï�Ó�î�Ö�î�ð�è�Ö�Ò�×�Î�Ó�ï�î�Î7Ï�Ð�Ñ:Ò<Ó�Ô>ð�Ö�è�Ö%Ö�î�ðNñ�î�Î�Ï�Ð�Ñ�ð�Ö�èDÖ�ògóÆ×�×¼ê�Ó�íTñ�é�è
Î�Ô
ì
ê�Ó�î�î�Î�êHè�Î7ð�è�Ñ�Ô
Ó�é�Ð�ÑVÖ�ì
Ï�î�Ð�×�Î�èrô�ñ<Î/Ó�ï@ê�Ó�î�î�Î�ê7è
Ï�Ó�îõØzìFé�êDÑ\Ö�ì6Ö�ìFÏ�î�Ð�×�Î�öXè�Ñ�Î7Ô
î�ÎHèÆê�Ö�Ô
ð�æp÷hÏ�×�×tÒtÎ/Ï�î
è�Ñ�Î~ì
Ö�íTÎ�èDÖ�Ò�×�Î�ò

ø Ù�ÚsÛ�ÜtÝ�ÚÀÞ�ß�à�á�â Ú�ã�ä�å�ßÄù¸Þ�ß�ú:Ú%ë�ñtÓ�Ï�î{è�Î�Ôpè
ÓTè
Ñ�Î/î�ÎHûsèhèDÖ�Ò�×�Î�Ï�îNè
Ñ�Î/×�Ï�ìFèZò

ø Ù�ÚsÛ�ÜtÝ�ÚÀÞ�ß�à�á�â ü�ã{Û�ýtÙþü�ã�Û�ý¼ÙIë�ìFè�ÔFé�ê7è
é�Ô
Î~ê�Ó�î:è�Ö�Ï�î�Ï�î�Ð�íTÎ�ìFì�Ö�Ð�Î/è�Ô
ÖZÿ�Î�×�è
Ï�íTÎ����sé�Î�é�Î
×�Î�î�Ð�è
Ñ���Ö�î�ð�ì«èDÖ�è
Ï�ìFè
Ï�ê�Ö�×¼Ï�î�ïmÓ�Ô
í%Ö�è
Ï�Ó�î��:è�Ñ�Ï�ì>Ï�ìhÖ�ê7è�é�Ö�×�×iô%è
Ñ�Î/Ñ�ÎZÖ�ð�Ó�ï�ÖT×�Ï�ì«èZò

ø Ù�ÚsÛ�ÜtÝ�ÚÀÞ�ß�à�á�â ü�ã{Û�ýtÙÈù¸ü�ã�Û�ýtÙ å�à{Ù�Újë�ñtÓ�Ï�î{è�Î7Ôpè�ÓTÖ�×�Ï�ì«è>Ó�ï@Ï�î�ïmÓ�Ô
í%Ö�è�Ï�Ó�îjìFè
Ô
é�êHè�é�ÔFÎ�ì7ò

ø Ù�ÚsÛ�ÜtÝ�ÚÀÞ�ß�à�á�âsä���Ü�Û ù¸â�ã�Ù¸â ä:Ü<Ý	��ß�Ú�Ù�

��ë�Ñ�Ö�ì
ÑNèDÖ�Ò�×�Î�Ó�ï@î�Î�Ï�Ð�Ñ:ÒtÓ�Ô
ìhÖ�ìFì
Ósê�Ï�Ö�è�Î�ðN÷hÏ�è
Ñ�è�Ñ�Ï�ì
è�Ö�Ò�×�Î���è�Ñ�Î�Ô
Î~Ö�ÔFÎ���������� ��������������� ��!NØ#"�$�ævÒ�é�ê&%�Î7è�ì7ò

ø Ù�ÚsÛ�ÜtÝ�ÚÀü:Þ�ß�à�á{â ß�ÞsÚsÛ�' ù¸ü:â�ã�Ù¸â ä:Ü<Ý	��ß�Ú�Ù�

��ë�Ñ�Ö�ì
ÑNèDÖ�Ò�×�Î�Ó�ï@ìFè
Ô
é�êHè�é�ÔFÎ�ìÆê7Ó�î{èDÖ�Ï�î�Ï�î�Ð
ð�ÎHÿsÏ�ê�Î/ñ<Ó�Ï�î{è
Î�Ô
ìnÖ�î�ð(%�Î7ôsì)��è�Ñ�Î�Ô
Î~Ö�ÔFÎ+*���������� ��� ��������������!�Ø-,/.{ævÒ�é�ê&%�ÎHè�ì�ò

ø10 è�Ñ�Î�Ô32�Î�×�ð�ìhÏ�î�ê7×�é�ð�Î�è�Ï�íTÎ�ÔvÏ�î�ïmÓ�ÔFí�Ö�è�Ï�Ó�î��{ïmé�î�ê7è
Ï�Ó�îNñ<Ó�Ï�î{è
Î�Ô
ì4��×�Ósê&%:ì)��Ö�î�ðNì«èDÖ�è
Ï�ìFè
Ï�ê7ì�ò

Í6Î7Ï�Ð�Ñ:Ò<Ó�Ô65�Ö�è�ÖNØ Ù�ÚsÛ{Ü<Ý�ÚÀÞ�ß�à�á{â:ä���Ü�Û�æ6çsè�ÔFé�ê7è
é�Ô
Î�ë5è�Ñ�Î�ì
Î~ìFè
Ô
é�êHè�é�ÔFÎ�ìnê�Ó�î{è�Ö�Ï�î�è�Ñ�Î~ìFñtÎ7ê�Ï72�ê
Ï�î�ïmÓ�Ô
í%Ö�è�Ï�Ó�îjÖ�ÒtÓ�é�èhÎZÖ�êDÑ�î�Î�Ï�Ð�Ñ:ÒtÓ�Ô7ò

ø Ù�ÚsÛ�ÜtÝ�Ú98�ß�:<à{Ý�ß ù�8�ß�:�ë�ñ<Ó�Ï�î{è
Î�Ôpè�Ó�è
Ñ�Î/ð�Î7ÿsÏ�ê7Î~è
Ñ�Ö�èhÏ�ì>ê�Ó�î�î�Î�ê7è
Î�ð�è�Óºè�Ñ�Ï�ì>î�Î�Ï�Ð�Ñ:ÒtÓ�Ô7ò

ø Ü ; Þ:Ü 8 Ù�Ú�ã�Ú�ßTë�ìFè�Ö�è�é�ì3<�Ö�Ð�ì)��ÿ�Ö�×�é�Î�ìhêZÖ�î�Ò<Î�Ï�î�ê7Ó�íTñ�×�ÎHè�Î���Ô
ÎZÖ�êDÑ�Ö�Ò�×�Î���ìFè�Ö�×�Î���Î7è
ê�ò7��Ö�×�ìFÓ
ê7Ó�î{èDÖ�Ï�î�ì>ìFè�Ö�è�Î/Ï�î�ïmÓ�Ô
í%Ö�è�Ï�Ó�î�ïmÓ�Ô>ñ<Î�ÔFí�Ö�î�Î�î�ê7Î~Ö�î�ð�ó>=@?þé�ì
Î�ò

ø Ù�ÚsÛ�ÜtÝ�ÚÀâ:â Ý�ã�Ý¸â�ßÄù¸â:âjë�ñtÓ�Ï�î{è�Î7Ôpè�ÓºêZÖ�êDÑ�Î�ðVÑ�Ö�Ô
ð�÷vÖ�ÔFÎIÑ�Î�Ö�ð�Î7ÔhïmÓ�Ôpè�Ô�Ö�î�ì
íTÏ�ìFì
Ï�Ó�î�ìpè�Ó�è�Ñ�Ï�ì
î�Î7Ï�Ð�Ñ:Ò<Ó�Ô�ò

ø Ù�ÚsÛ�ÜtÝ�Ú Ù	� äsÜ�A�A â�ß:ã�8¨ã�Û�ü B�Ü�ß�Ü�ßTë�ñ<Ó�Ï�î{è�Î7Ôpè�Óºó>=@?þñ�Ö�ê&%�Î7è
ì6ïmÓ�Ôpè
Ñ�Ï�ì>î�Î�Ï�Ð�ÑsÒ<Ó�Ô7ò

ø10 è�Ñ�Î�Ô32�Î�×�ð�ìhÏ�î�ê7×�é�ð�Î�×�Ï�ì«è>ñ<Ó�Ï�î{è�Î7Ô
ì4��ïmé�î�êHè�Ï�Ó�îõØ²èDÖ�Ò�×�Î¸ævñ<Ó�Ï�î:è
Î�ÔFì)��Ö�î�ðNì«èDÖ�è
Ï�ìFè
Ï�ê�Ö�×
Ï�î�ïmÓ�Ô
í%Ö�è
Ï�Ó�î�ò
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Ô
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Î7î{è�Ï�Ö�×�×�ô�Ï�èhÏ�ìhÖº×�Ö�Ô
Ð�Î�èDÖ�Ò�×�ÎÆ÷hÏ�è
Ñ�Ð�Î�î�Î7Ô�Ö�×�Ö�ð�ð�Ô
Î7ì
ì
Ï�î�ïmÓ�Ô
í%Ö�è�Ï�Ó�î%Ö�èpè�Ñ�ÎÆè�Ó�ñNÖ�î�ð�ÿ�Î�Ô«ôjìFñtÎ7ê�Ïo2�ê�Ï�î�ïmÓ�ÔFí�Ö�è�Ï�Ó�î�Ö�èvè�Ñ�Î�Ò<Ó�èFè�Ó�í�òXÕ>Ñ�Î+gl?_×�ÖZô�Î7ÔpÎ�î{è�Î7Ô
ì>è�Ñ�Î
èDÖ�Ò�×�În÷hÏ�è�Ñjè
Ñ�Î�ð�Î7ìFè�Ï�î�Ö�è
Ï�Ó�î�Ö�ð�ð�Ô
Î7ì
ì>Ó�ï@Ö�ñ�Ö�ê&%�Î7ènÖ�î�ðNê�Ó�íTñ�Ö�ÔFÎ�ìpÏièvè�Ó�è
Ñ�Î�íTÓ�ìFèpì
ñ<Î�ê�Ï72�ê�î�ÎHè�í%Ö�ìn%
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Ö�Ð{Ö�Ï�î�ê�Ó�í%ñ�Ö�Ô
Î�ì>è
Ñ�Î�èr÷vÓ�òSr Ñ�Î7î�Ïiè32�î�Ö�×�×�ôs2�î�ð�ì6Ö�í�Ö�è�êDÑ��Ugl?þê7Ó�ñ�Ï�Î�ì>è�Ñ�ÎutFð�Ï�Ô
Î7ê7è
Ï�Ó�î�ìqv�è�Ó�è�Ñ�Î
ð�Ï�ìFèDÖ�î:èpÑ�Ó�ìFèpÏ�î{è�Óaè
Ñ�Î�Ô
Ó�é�è�Ï�î�Ð�êZÖ�êDÑ�Î/Ö�î�ð�ìFÎ�î�ð�ì>è
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one entry for each

potential netmask

Netmask Table Network Zones
one zone for each

known subnet mask

Network Information
routing instructions for

each known network

split into specific

network information

(addresses, TOS, etc.)

and protocols

(IP, ATM, etc.)

zone
default

zone
(FF00)

zone
(F000)

node
info

0.0.0.0

node
info

10.0.0.0

node
info

172.29.0.0

node
info

172.16.0.0
..
.

..

.

0000

FF00

FE00

F000
F800

(empty)

(empty)

8000
C000
E000

(empty)

FF80

FFFF

}�~o���Q�q��� �x����}����q�����n�Q~o�Q�h�F� �����q������~����y�G���n���k}��l�3���)���Q�)�4� ���U�������n����� ~��p����~������

�����G�n Q�����n�����Q~��)����~o���j���Q�(�U�����h�q���q�Q�4�n�Q�n�4�¡� �n�)�u~��j��  �f}¢�l�1£O� �����+�� Q���¡}�~���� �n�+� �¤�h�n Q�/�6�@�n���s�
�Q~7¥¦�4�n�)���¡}��l�§�p���U��¨Q~o��~o�n~��4�)©���~�ª��>�F���s�n�«���@���¢�Q�4�F�`���nªj~o� �����q�����n~����������6�h�n~�� �����+�4���Q��©����Q�u�q�
�Q���)�6�Q���3���������/�¬��  �­���)�Q�4�����®�\¯Q�����Q�o���x�
°	±�²�³�´	±9µ�¶p· ± ¸�·�¹�º9»�¹�¼�´�¸�¹ ±Q¸�·�¹�º¾½¿»pÀ�¸Q¶pÁ ± ¸�·�¹�º £��n Q�)�q��������¨Q���¦Â����n~���¨Q�o�)�3���q�+�� Q�­���4�)�)�q�
����~������`���h�� Q��}¢�l�Ã�&��¨Q�o�)�4Ä �� Q�«Åj����~����G�n�Æ�&��¨Q�o�>�q�n�n�Q�«���Q�q�)�6�� U���3�Ç��~����G���h Q���n y�&��¨ ���)�`�� U���6����~o���
���È�4���Q�)�4�`É3  �­�4�������4���n�Ê������  � ÀU¸Q¶pÁ ± ¸�·�¹�º Â����q~Ë��¨Q�o�>���q��~��ÍÌ�Î¦Ï\Ð�ÑqÌ�ÒÇÓ	ÔÕÌ�Ï«Ð�ÖQÔlÓp�
}��l�§É¢��¨Q��� µ�¶p· ± ¸�·�¹�ºj× ���n� �4��� �n�+£OØ�ÒÇÑ�Ù
Ö�ÚQÓqÌ�ÒÇÓ/Ô�Ì�ØxÎ ÛÝÜ Þàßj£��� Q�4�n�­�q���q�Q�4�n�Q�n�4�¡�4�����&��~o�j���Q�Q�4�n~����
á �Q�s�Í�&��¨ ���)�G���Q�j�p���& (����~o���n�����È�Æ Q���n j�&��¨Q���¡�)�����&��~��Q~o�Q�Æ�)���Q�+~�� �����n������~o������É3 Q�)�q�����n�+�Q�q�U���o�oÅ
���Q�7ÅÍ��� �­���G�F���s������ Q�4�n���

â ¶pÁ�±äã\»	±�· å\æ�ç¦è«ékêmë�ç ì«í®ã«í £O�Ç��~������4�n�G���È�&��¨Q���Ê��� �Q�4�n~����Q�f��������ª��Q��©Q�Q�4���«����©U~o�Q�n�4�q�)©Q�4�n���x�h�n U���
���q�+�n�«�Ê�Q� �n~�� �s~o�Q~o�n~Ë���o~��)����~o���h��� µ�Á îQ¸ °	î å\æ�ç¦è«ékêmë�ç¾ã«í �

â ³�Á�°�¶�ï�ÁQº�ðñ´/îQ¸�²ò±�· ð�¸�± ¸�ólô�õ £O�Ç��~o�����)�G�n�s�n Q�­���n�q���4~Ë���n�)�(}��l�¬ U���q (����¨Q���s���Q�)�q�Q~o�n��~o���
�Q�4�)���������n~����y���¡�h�& U�������«���)�@���q���pÅ �«�

â ³�Á�°�¶�ï�ÁQº�ðñ´/îQ¸�²ò±�· ¶	ð £��&��¨ ���+~�� �)����~7öU�)�4Ä�÷�ø�øù����� ¹�¼�´�¸ ¹ ±Q¸�·�¹�º ©¦÷�ø�úh����� ÀU¸U¶pÁ ± ¸�·�¹�º �
â ³�Á�°�¶�ï�ÁQº�ðû±�· °	± ¸�À�ü

ý¡�«�������nª�É���¨ ��� µ�Á îQ¸ °	î(× ���q�Q�4�n�Q�n�+£OÒÇÓ	ÔÕÌ�ØþÎÝÿ��pÌ�Û®Ü ß����qß®Þ Ñ@£���  �)�n�­�q�n�n�Q�«���Q�q�)�@�)��������~��y����~������4�n�
���h�n Q��~��Q�Q~7Â�~��Q�U���¦�)���Q�)�4©����n����� ~��)�4�y¨�ÅÍ�Q�4�n�����qª��Ê�������&  �4���Q���)���q�n�4�n�����Q�Q�6���s�h�Q�Q~	��� �)�oÅ
�n���)�4~oöU���Q�«�F�����nªj�����nª��x�hÉ3  �)�n��~o�3���Q�����Ý�� Q�4�n�������3�p���&  }��l�1����¨Q���h�k�Q�Q�o�)�q�6�F�`�È�&��¨Q�o�)�3����~����G�n�
��  �­�n���s�+ U���n (�&��¨ ���/�\�

â °	±�²�³Ç´	±9µ�Á 
U¼	ÁQº »�µ�Á 
Q¼	ÁQºQ°�ó��
��õ £O����~o���n�)�q�6�n�È�)���Q���4���n�n~o�)�f�k��� �­�4���Q�+�����3�)���&  ¨Q~7�3~��
�n Q�������qª�Ä µ�Á 
Q¼�ÁQº�ólô�õ �Ç��~o�����3���h��  �­�4���Q�+�����3�Q�«�������nª���¯�������� © µ�Á 
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eth0

neon

netmask 255.255.0.0
network 172.16.0.0

netmask 255.255.255.0
network 172.16.1.0

dodge/viper routes between subnets
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VLAN 1

Switch acts as two Virtuals LANs (VLANS) for subnets

VLAN 2
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a�bJc"d�egfRh$bji9k�b�lOm npo�bpqFc5rFbtsJeJeuivhZfpwJwFfpk�b�lOm
xOq�y`z{s�c�|�b }J~��F�F� �����O�J~J~ }J~����O� �����O�J~J~

xgf`q�b�l`|��
d�b�y`d�|$y�bJcpr�w5b�� �J�J� ������}p� }J�����p� ~����O� ���2�O~
bJcpr�w5bt|$y�d�bFy`d+� �J�J� ������}O~ }J�����J� ~����O� ���2�O~
s$y`�F|�b5���
d�b�y`d�|$y�bJcpr�w5b�� i�~���~5�Bm }5�,���J� �F�����J� ����}p� ���2�O}
bJcpr�w5bt|$y�d�bFy`d+� i�~���~5�Bm }5�,�2�F� �F���v�F� ����}J} �����J�
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a�bJc"d�egfRh$bji9k�b�lOm eJ�Fq�y`�Frp�JzJ�O|�i2aO� f�|Bkp¡Fk�b�lOm
xOq�y`z{s�c�|�b �J~��B¢5� �`~��B¢��O~J~ ���B¢��£�J~J~ �O~��B¢�� �`~5�B¢��J~J~ �R�B¢��`�J~O~

xgf`q�b�l`|��
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s$y`�F|�b5���
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Â�Ã�Ä5Å ÆJÇ�Ã2ÈOÉ ÆJÊ�Ã2ÉJÉ È�Ã�ËpÉ Â�È,Ã2ÉOÇ
Ç�Ã�Ä5Å Ë5ÌFÇ�Ã�ÇgÂ Â`ÆOÄ�Ã�ÄJÍ Â`Ë�Ã�ËpÊ ÈOË�Ã�ÄJË
Â£Ä�Ã�Ä5Å ÇJÄJÆ�Ã�ÄJÈ ËJÍOÄ�Ã2ÉJÉ ËJÇ�Ã�ÈOÄ ÇpÊ,ÃµÂ`Ç

ÎJÏ5Ð$Ñ5ÎtÒ$ÓÕÔ�Î�Ó`Ô+Ö Ä�Ã�Ä5Å ËJÇ�Ã�ÇJÈ Ì�Í�Ã�ËBÂ Â�Ã�ËpÊ Í�Ã2ÊpÌ
Ä�ÃµÂRÅ ËJÍ�Ã�ÄJÊ ÇOÄ�Ã�ÍJË Â�Ã2ÌFÇ Â`Ä�ÃµÂ�Ê
Ä�Ã�Ç5Å ÌFÇ�Ã2ÊOÉ ÇOÍ�Ã�ËBÂ Ë�Ã�ËJÍ ÂJÂ	Ã2ÊpÌ
Â�Ã�Ä5Å ÆJÆ�ÃµÂ£Í ÆJÊ�Ã�ÆJÆ È�Ã�ÈgÂ Â�È,Ã2ÉJÈ
Ç�Ã�Ä5Å ËpÈOÇ�Ã�ÆJÊ Â`ÇOÆ�Ã�Í5Ì ÂJÂ�Ã�ÉJÊ ÈgÂ	Ã2ÈOÍ
Â£Ä�Ã�Ä5Å ÇBÂ`Í�Ã�ÆgÂ ËJÍJÉ�Ã�ÄJË ËJÇ�Ã�ÍpÊ ÇJÍ�ÃvÌFÄ

×"Ø�Ù"ÚRÛ

Ü ÎJÏ"Ô�ÝgÞRß$Îjà9á�Î�âOã ÝJäFå�Ó`æFÐpäJçJæOÒ�à ÜOè Þ�ÒBápéFá�Î�âOã
ê å�Ó`ç{ë�Ï�Ò�Î ÇJÄ�ìBí5Ç Â`Ä�ìBí�ÇOÄJÄ Â�ìBí�Â£ÇJÄJÄ ÇOÄ�ìBí�Ç Â`Ä5ìBí�ÇJÄJÄ ÂRìBí�Â`ÇJÄOÄ

Ô�ÎFÓ£Ô@Ò$ÓtÎJÏ5Ð$Ñ5Î�Ö Ä�Ã�Ä5Å Ä�Ã�ÇOÇ È�Ã9Â`Í Â	Ã�ÍBÂ È�Ã�Æ5Ì Æ�Ã�ËJÆ Æ�Ã�ËpÉ
Ä�ÃµÂRÅ Ä�Ã�ÇOÇ È�Ã�ÄpÉ Â	Ã�ÍpÈ È�Ã�ÆJË Æ�Ã�ÇBÂ Æ�Ã�ËBÂ
Ä�Ã�Ç5Å Ä�Ã�ÇOÇ Ë�Ã�ÍJÇ Â	Ã2ÉOÆ È�Ã�Æ5Ì Æ�Ã2ÉJÉ Æ�Ã2ÊOË
Â�Ã�Ä5Å Ä�Ã�ÇOÇ Ë�Ã�ÊJÉ Â	Ã2ÉOÇ È�Ã�ÆJÇ Æ�Ã�ÍJÆ Æ�Ã2ÊJÉ
Ë�Ã�Ç5Å Ä�Ã�ÇOÍ È�Ã�ÈOÆ Ë�Ã�Ä5Ì È�Ã2ÈJÊ Ç�Ã�ÇJÍ Ç�Ã�ÍJÄ
Ç�Ã�Ä5Å Ä�Ã�ÆJÈ Ì,Ã�ÆpÈ Ë�Ã2ÉgÂ È�ÃµÂ`Í Ì,Ã2ÈgÂ Ì,ÃvÌOÈ
Â£Ä�Ã�Ä5Å Â�Ã�ÄOÆ É�Ã�ÄpÊ Ç�ÃµÂJÂ Â�Ã2ÊOÍ Ë�Ã2ÊJÈ Ë�Ã2ÈOÇ
ËOÄ�Ã�Ä5Å È�ÃvÌFÈ ÈOÄ�Ã2ÈFÇ Â�Ê,Ã�ÇJÇ Ä�Ã�ÇpÊ Ä�Ã�ÆJÆ Ä�Ã�ÆJÇ

ÎJÏ5Ð$Ñ5ÎtÒ$ÓÕÔ�Î�Ó`Ô+Ö Ä�Ã�Ä5Å Ä�Ã2ÉFÍ È�Ã�ËBÂ Â	Ã�ÍpÈ Ë�Ã�ÇpÈ Æ�Ã�ËpÈ Æ�Ã�ËpÈ
Ä�ÃµÂRÅ Ä�Ã2ÉOÉ È�Ã�ËJË Â	Ã2ÊOÍ Ë�Ã�ÇJÍ Æ�Ã�ËJÄ Æ�Ã2ÈOÇ
Ä�Ã�Ç5Å Ä�Ã2ÊFÄ È�Ã�Ë5Ì Â	Ã2ÊJÊ Ë�Ã�ÇBÂ Æ�ÃµÂ�É Æ�Ã2ÈOÍ
Â�Ã�Ä5Å Ä�Ã2ÉOÉ È�Ã�Ë5Ì Â	Ã�ÍBÂ Ë�Ã�ÆJÄ Æ�ÃµÂ�É Æ�Ã�ËpÉ
Ë�Ã�Ç5Å Ä�Ã2ÉFÍ È�Ã9Â�É Â	Ã�ÍJÄ Ë�Ã�ÇpÈ Æ�Ã2ÈgÂ Æ�Ã2ÈJÈ
Ç�Ã�Ä5Å Ä�Ã2ÉOÊ È�Ã9Â�É Â	Ã�ÍBÂ Ë�Ã�ÇpÉ Æ�Ã2ÈgÂ Æ�Ã�ËJÍ
Â£Ä�Ã�Ä5Å Ä�Ã2Ê Â È�Ã�ÊOÇ Ë�Ã�ÇBÂ Ë�ÃvÌOÊ Ç�Ã�ËJÄ Ì,Ã2ÉJÊ
ËOÄ�Ã�Ä5Å Ë�Ã�ÄOË Ì,Ã�ÄJÆ Ë�Ã�ÇBÂ Ä�Ã�ÍJÍ Ì,Ã�ÍJË Ì,Ã2ÉJÊ
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Ping-Pong Test (packets for eagle dropped)

5 byte packet standard
500 byte packet standard

5 byte packets (neon-eagle)
500 byte packets (neon-eagle)

5 byte packets (eagle-neon)
500 byte packets(eagle-neon)
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Blast Test (packets for eagle dropped)

5 byte packets standard (eagle-neon)
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